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Interactive Oracle Proofs

NP captures proofs checkable vio & deterministic ~polynomial-time verifier:

Peel) 2| V., (x)

We studied Two different extensions:

T NTERACTIVE PROOFS PRORARILISTICALLY~ CHECKARLE = PROOFS
Polynomiol -Yime Verifier plus Polynomial-time verifier plus
(D) rondomness ® rondomness
® interaction ® orocle access to proof
H
Pre(¥) e Viplx) PPCP (x) — I\/m,(x)

TOday we introduce the common extension:

TNTERACTIVE ORACLE Proors - (T0Ps) » —

. PIOP (X) ya — V:or(x)

Polynomial-time verifier plus ® rondomness N

Y - —

® interoction —

(® orocle access to Froo(f



Definition of IOP

/[The definition for o language L is a special case. ]
We say that (PV) is an TOP system for & relation R

with complefeness error £ and soundness error &5 (it eos) b the ?ollowing] holds
© CompLeTENESS: Y (xw)eR fr[(?(x,w),V(x)7=l]2I—ec,
@ Sounpness: ¥xgL(R) WP fr[(?,V(X)>=l]SEs.

Above CA, B, denofes this process: A-T , m‘(_Bm, Aln)->T, , My« Bm;n-z/

ond so on until B decides 1o halt and ovtput. w
) - N A
Efficiency measures: ¢ z
’ . A I “1 B
K : round complexity M
* Z : proof alphoabet
* 0 : prook length (0:+Zs . +2:)

q : Verifier qler complexﬁy (04 qut 49
£ i Vveritier randomness complexity

| | o~ Eoch verifier massage is random.
We also care about private-coin Vs. public-coin (So all queries can be at +he end:

interacton phose; then query phase. )
We denote by TOP the case with no restrictions ( beyond Vzep Fung in polynomial time)-
ToP =Top| €c=0, &=)p  K=polyn), Z=exp(n) f=exp(n)/ q= poly(n), r=poly(n) ]



Two Lower Bounds

lemma: PSPACE < IoP

,WL{"‘ An IP is (*rivia\ly) an IOP where in each round
the prover sends a 1-symbol oracle and the verifier teads it

P

Prp(x) | Vip®

Hence TP TOP. Since IP=PSPACE, we get that PSPACEcToP. I

lemma: NEXP < IOP

proof: Any PCP is (trivially) an IOP where the prover sends
6 single message and the verifier probabilistically checks it

Prep (X} — ‘Vrcv(")

Hence PCP ¢ TOP, Since PCP =NeXP , We gef Hot NexP < T0P. B




An Upper Bound

lemma: TOP € NEXP

OO+

We learned +hat any TP can be “unrolled” info a corresponding PCP,

whose proof length equals the size of the IP's gome tree .

(I$ the IP s Pub\ic—coin

/

then . the P s non-adaPﬁVQ.)

Similarly , any TOP can be “vnrolled” into a (very lona) PCP:

Top

The moximum = PCP proof \en9+k IS exp(n)P

complefeness error
soundness error
round complexi'l')'
alphabet

proof length

query complexity
randomness

c PCP

completeness error
soundness etror

alphabet

proof length
query complexity
randomness

We  howe already Prove.cl PCP ¢ NEXP.

We conclvde that TOP = NEXP .

&
Es

Z

| +ree|

9

-

oly(l\)

Ex: '\-Q the verifier sends
2y Symbo|s in 2y
across all rounds then

ltreel < 15,22

. exp(n) = QXP(V))'



What are IOPs good for?

We have learned that I0Ps do NoT give Us . more \Qnguaaes compared to PCPs,

This is OK: we aim for better paramefers for languoges in NEXP.

GoaL: leverage interaction to design Tofs thot are “more efficient'

(shorter proofs, fewer queries ,..) than Known PCPs

But... PCPs are on awkward prof model and TOPs are only more awkward.
\/\/ky care about this caoa\?

Similarly to PCPs, there are two main QPP\icaﬁons:

cryptographic . Hore: dQ&i%V\il\%- efficient TOPs leads
@ 10 — +rans{-'ormcd‘ion_) svceineT QI’S\JW\QV\"' 1o mete QR(Q(U\ svceinet aravmm\'s
(than what i possible with Known PcPs)
@ TOoP — reduction — hardness of approximation resvlt

T ¥or stochastic. constraint satisfaction Problevv\s

Next few lectvres: TOPs with paramefers not ochieved by Known PCPs



3 Qy, .., On € fr. st }

Recall: PCP for QESAT  aesur(e) - |1, 1o,
¥ie[ml Pilay-.0n)=0

-E =0 2 = Poly(logh)
theorem: (QQESAT (F) & PCP lo O("ﬂ—) 1
QN \oglogn
| €5200)+ o(loa L) LRI oo topie)
P( ( P\,...,P,,\),Ok) Vv ( (F\,...,P,,\)) No‘l‘ad'i on:
|. For every o e 2. . Sample € i * Hy,Hoe €
¢ P‘- = T(P‘/"'/FM}O-) r ) 2. Cbm\)\)‘\'e. Pr = T(P‘,-",FM/"Y). * Svi= ||o?}:)|
04 |y
¢ Tls[s]:= eval table for {TT;(["] » 3. Run sumcheck to check that prla)=o: o] ‘ HS,,
So [h) € Hy
SUMC-‘\QCK C\OC\N\ IPy(a)-’-O\\ Z CQ"(D(l?) o o() a(P) =0 N loqm
s o(FG v e Se:=
. 0\)'|"PU\' qu[fj : Jc'eﬂ’s' |03|He|
A E=Sv \\__) Vsc(H: Hv ISV/ 012 (‘HvH)) S
2 Ovtpet &: PR s To [ ] A DT i so [m) e H,
(The LE of a:Lm1>F.) . N" Run (individval) \ow-desree. test on Ta:
Vugr(ﬂ-' Sv ":lgq"l)
: Sv S 28 Sot2S at least
The proo? |€ng+h is [FI™ 4+ IFP¢ QCIHJIF[Y) = OCIH| < IFIPE7 7Y ), v Cubic
log m Jogn
IE [Hvl=0Clogn) and IHel=OClogm) then +he length is O(\ogn - [ | Toaegmeon o ‘°a'°a“+°(')),



Recycling #1: an IOP from the PCP for QESAT  [1/2]

TDEA: reduce proof length b\/ im'eracﬁng when  convenient .

P( ( P‘/"‘/PM)/Q) V ( (F‘/°°°/P"\))
. Ovtput &: FY>F as Ta. ) [. Run (individwal) low-degree. fest on T

(The LoE of a:(m=F.) V”’T(E'vi"' ‘5‘.13")
2. Send rondom ae F™

/N

3. Compute. e T gy,

2. Compute P¢‘=ZJ':' G-P;.
4. Sumcheck IP for ”P,.(a)=o“

3. Sumcheck IP for "P.,.(a)=o“

sumcheck IP for _ |
) N 2\ A.'\ - A~ N R ) gv S vl
FsclfH, 25,02m) G838 A Ce(wpal-B(pl=0 Vsc(gd,a\i\/“, %m’s?mzluia'ﬂ!)) @
K PE

@ send randomness  for reducing m equcx’rions to | equod‘iom

. R : _ o yoog) .

( In 'CQC.'l' we can SQ."' F‘..— ZF' G-_\F.‘ |h3t€0\d Og Pj = ZOQJV“"JS‘<|H€| 0’l @Q&Y\.\\MJS‘ )
(D, engage  \n . an inferactive  sumcheck instead of  sending o sumcheck PCPstring

The TOP is public—coin: all verifier messoges are random (so all queries WLOG at the end).



Recycling #1: an IOP from the PCP for QESAT  [2/2]

The soundness error s P((pi,pm), ) V((p,..,pm)
: . Ovtput &: T3 as T Geor [.Run (individval) low-degree test on Ta:
max{sm(S),28+O(“'s"_m‘|)}. i Y T K
I (The LE of a:inl=F.) 1 Vior (F, sy, lHl-1)
I the PCP it was ¢ T 2. Send tandom e
Mmax {ELDT( S), 28 _\_O(Sv-‘Hv:"“':fq-lHel)}. 2. ComPU‘\'e. Pei= Z"_:F'q}y‘i' 3. COMPUTQ. Pei= Z::F' TP -
3. Sumcheck IP for prla)=0' 4. Sumcheck TP for “pla)=0"

So we need

1= 50 (s Il) = 01230 ).

sumcheck IP for
). &upawa-o | |

Pec(FH,, 25, 0, 2(14), &-6.8 )| Ve ( ﬂ/ Hy, 25, 0,2.(1}-) )

damain  vars  Sum do.aru

[ Xper
Take IF]=O(205 1),
The proof length is
loan '
IFI + O (s, 1)) = O (IFI™) = O(\W\f%m) take |HI|=O(|og’fh)
logn_ loglHv) + leglog n - loglog IHv| oan - leglog [Hy
) O((t%%%‘:_vl"H'l)low):O(“ e o""'a'?“' = )= O (n"' = loaln?ﬂ |) = O(Y\Hs)

We P\'oved the ?ollowing theorem:

|Og|oav\

QESAT (F) € Tor [Ec =0, &=, K‘-'O("%‘s.%\), T={og}, £=n", q= |03°('/£)V\, = Po\y(m,v\)]

theorem: For every €y0 and T with lﬂ’|=@( ‘”0(%)"‘) almost linear
/ /



Recycling #2: an IOP from the PCP for IOSAT [1/3]

A similar wodification con be done to the PCP for NTIME(T) to get:

'H\QOI"CW For every £70 and time function T:N-N wWith T(n)=L (V\)/
2 =101} , £=T |+E, pt= poly(£) }
0('/8), r=0( 103T~(|+s)), vi= Poly(n,(loaT)‘/‘)

&=0
NTIME (T) _C_IOP[ " k=0l =),
£$='/z, T C’:(\O%T)

We on|y see. how to obtoin the TOP For TOSAT :

+heorem: For every €>0,

1+0(€)

> ={o1} , Z=(|Al+I8]) -po'y(kpl)/ P+=Poly(£)
9= lcplO('/‘) F=0(n (1) , vl:=po|\/(lzl,lcpli) ]

/

8c=o

"k=0(&1n)

_ logigl
&= l/I?-/

TOSAT € IoP [

The missing ingredien’r for the TOP for NTIME(T) is a more efficient reduction
that improves the size of the witness from SL(T*) +o T -poly(logT).

h=K \OGT-\- O(|03\03T) , m= PO|\/U03T) , |<P| = P0|y(|03T)
1

o(3)

This yields: g - Tho® q- (|03T)

/

, pr=poly(T), vt= Poly(lxl,(|03T)-'|§) :



Recycling #2: an IOP from the PCP for IOSAT [2/3]

P((m,ng,2), (A8) V((mn,g,2))

. Compvte C=T(F,H,(mn,g). | Comp\d'z C=T(FH, (mng).
Z, OU+PU+ A’. ﬂ:“—)ﬁ: oS '""'A. T :gi ( H: h "\d( IH‘_I)

(The (FFH n)- extension of A:Soi={o}.) A |&—5653 Pvas?  degree

5. g3h m T.T1. ( £, 3nt3, m md<lH|—|)

3. Output B:F™-+F os T o |5 Pl

(The (ﬂ:,H,BK‘r&)— extension of B: o8 >{o1}") B le——53

T-T2. ) _

4. For le [3R+3], COh\PU“‘Q 6\-|()(|) - e A SOJ“P‘Q e ngMg,

5. Do these sumcheck IPs in Pamllel'. 5. Do these sumcheck IPs in pamllel'.

QQH . e.|d domain ,VQ\'S sum / deg\'QQ TrA(?) (m(?)-') Tl‘;]f(?')

s — (5,8
Psc(ﬂ:,H,ﬁ,O, A(x)-(*A\(X)-l)-iTe{ﬁﬁ(xi)) . = Al (A@-1).TE Sar=o | \L.( FH n o 3(H- ,))L

) - (g'r-/gsfm)

_ . T & Blay(Be-1) T Si@)=c" |
PSC(H:/HI3n+3,O",‘ B(x)-(Bw-1)- I[nﬂo‘(XJ) C aeH™ : VSC(H: H 3n+3 0 3("’” |) K"Tl-a(?)'(m‘?)-')°;€[]£,]ﬁ(?i)

eld domm vars / svm ! degrez

— x A0, A0 ADR), By | 2 a)): T &(a;
PSC(H:,H,3n+3OC( ,A(YA),A()‘),A(Y),B(Y)) )) ; M”%cc()o.A(v)A(vJA(v;)B{ )) .,fno) =0 : VSC(H: H 3n+3 0 (|q>|+l)(|H| l))

/) -il[m ﬂo‘-.(x-.) where X= (¥, Y2 ).Ys €H3"“ ’ F.eld domoun vars / som ! deqree.

(? Sea) = q\)ery Ty ot (gl, ,ga) (SR, gzﬁ\ (2 gai)
zvary g at (81,.., Gre3)
. ) ‘ *Jor every ie[sn+3]: eval 6 ot
Omitted is copsistency between T, and 2.] veval C at (g,,8,z,5,0n5, 005, ans, ans,)
This is another zero-on-subcube test

11



Recycling #2: an IOP from the PCP for IOSAT

Tf IFl=du(IHl-l9l-n)  then the protocol is sound:

n-(Hl-1) @r+3)(IH-1)  GRe3)-(IH-1) A -(JHI1)
O(6A+63)+ z + + —_
[] |FI |FI (]
Cc'S $ mox {ELDT“A), 8Ll)T(éB), + R 3(HH) - (37#3)-30HI-1) | (3043) (191+1) (1K) - CIHI=1) N O(I ) .
Wt T IF IF] LT

IE IFl= Hl-pely(ipl) ond [HI=I1@1% then +he protocel is  etficient :

* round complexity : 1+ max{n,3h+3 33} = O(R) = O(|03|H|) O(|53.|hq>|)'
. Fl—oo{z length: 1Al +1Tg] +1SCiI +ISCal +15C31 + 15,

= [FI" 4+ IF™ m + OF-H)+ O(-IHIm) + O (7-IH] 191) + O (Fi-H1)

o |FPRRY 4 0L g1
] lﬂ: loglffl IIF|+ loalF! ' '3".”
= A gy gy o0

. ogHl
1+0(leh

0q!®I
= Al g ol o (i Iq>l)+0(
- 1Al 1+0(€) + [B] \+0(e)

191)
)

lo 3"’"
poly(ie) + polyCiol) = (1a1+181)" ™" pely(lel)

* query com,plexd')' (m+|)?m+0(| )+ O(A-1H1) + O(7-{H|-m) + O(i-Iul-le1) + O(m-|HI) = O (- IH[-|p]) = O(
* rondomness comPlexrl’y her + O(n- |03||Fl O(, T (Ioali'lhlosl‘Pl)) O(n- (1+€)).

+ verifier ftime: t ;+ Po|y(ﬁ,lH|'|<Pl) + Poly(h,lHl,l2I)= poly (121, l¢l % ).

EN_ o it
og| lel’®

[3/3]

12



Towards IOPs With Linear Proof Length

We teduced proof length signiticantly by recycling PCP constructions .

G: can we reduce proof length further ¢ (Eq. to LineArT )

There is o Serious OestacLe To improving ProoF lengjth

we encode assignments Via low-degree multi-variate extepsions (aka Reed-Muller code

This encoding incurs an inherent polynomial blowup:

logV log|H! + logloa N loglagIH] loglogN~—leglog|H]
FI" 5 G W= (o0 ) =y 20 e (1 S e
g

To overcome +this barrier, we will switch to o DifFerenT Encoping for gssignments .

Reason {for optimism: we are severel\/ underusing. the TOP model.
The TIOP provers of tvday send o proof oracle in the first round only.
(And they send messages N ofher tounds. )

— We shovld le_vemge proo{ oracleS  In more tounds)

13



From IOP to Succinct Interactive Argument [1/2]
Simlarly to PCPs, TOPs lead (uith the hep of cryptography) To  Succivet INTERACTIVE ARGUMENTS.
An interactive argoment (TA) in an interactive proof (IP) where sovndness s reloxed to:

ComevtationAL Soynovess: ¥xgl ¥ efficiet P B [ PPV x;r.))=l]<£s(>,x).
v

.L.heorem: SUPPOSQ H\M‘ L_Q IOP l’oo-[: leng-l'k Y
tound complexity K query complexity q  verifier time vt

public-coin proof alphabet Z  prover time pt }

Then we can vse Ctypto to construct a public-coin interactive argument for L with:
round complexity K+ | prover time 0, (pt)
commynication complexity O,\(K+9’l°8|):|"°al) verifier time O, (vt)

T he (interactive) BCS orotocol builds on Kilian's Frcﬂ'oc,ol (based on PCPs)

commit to each proof oracle and then locally open the queried locations.

(Q: what if the I0P i privafe- coml — An extension of the C(interoctive) BCS protocol
yields o privafe-coin (svecinet) interactive argurnen'f' if +he TIOP is ”Fublic—ctuery“

(o necessary condition) ownd 'H\Q TI0P hOS an e{z{'ideyﬂ' 'I-ranscH 1’ con’rinuo“'iOn Sam \er (unclear if necessary)
Yy P F Y
14



From IOP to Succinct Interactive Argument [2/2]

The (interactive) BCS ProTOCo| is described below.

Ra (1%, x,u) Vzall x)
. h Somple CRH: he Ha

Produce TOP string: T:= Frop(xwyg, -5.). For i=1,..,k

COM"“"’ to it (rh,aw(i) = MTD\] COMMiHT\'i). rt ,
Si Samp\e, TOP randomness: % <—{0,I}‘1,

-
Deduce query sets {Re T} For Vi ™ (x; (hega).
VielK]: Set answers a;:=TH[Qle 27
W ie [k]: Authenticate answers p(‘imNT[h].Open(wx;,&a). ((Q"a"PQ))“;[“‘ V;E,?'aai‘m (x ,'(g;)ie[.q)?_-\

Nieta MT [h1Check(rti, Qi aipfi) £ £

* round complexity : K+l

* communication complexity: po\y(k)M'KH‘-fQ'(1032+|03|2|+1-|03Q)zP0|y()\)+)\'!<+\’+ﬂ'(log|zl+7\-loﬁf).
- prover time: Fime ( Prop) + Fime (onv)+ox(ﬂ-|03|2|) ~ pti OA(I"03'Z|)°

- verifier timg:  poly (A) + v + Fime (Veop) + O,\(loaﬂ.loﬂlﬂ)z vt+ Ox(logd-logIZL).

15
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